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Context

Decentralized Applications (DApps) expanded among several domains and they use
smart contracts to encode and execute business logic

Ensuring the correctness of smart contract behaviour is crucial as logical flaws or
undesired situations may occur

Many approaches focus on verifying the implementation of smart contracts by
analysing data obtained before their deployment, such as source code or bytecode
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Smart Contract Execution Analysis

Smart contracts have been the subject of many high-profile exploitation that differently
from code vulnerabilities, cannot be detected during the development

Logical Flaws in Behavioral :
) : Exploits
Design Analysis
e Incorrect assumptions e Centralization e Flash loans
e Unhandled edge cases e Token velocity e Market manipulation

Smart contract execution generates on-chain data can reveal novel perspectives during
analysis and monitoring activities
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Contribution

We propose a framework supporting the analysis of decentralized
applications leveraging execution data [1]

Key benefits:

1. extraction of execution data

2. clear and intuitive understanding of interactions among dapps smart contracts
3. All-in-one tool accessible without requiring technical skills
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Smart Contract Execution Data
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The Framework Modules

Extraction &
Query

Extract execution data
from smart contracts

and query it
Analytics Visualization Mapping
Create a graph to Generate logs for
Present data in a visualize data process mining
- chart-based dashboard relationships analysis
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Extraction and Query Modules

The modules [2] automates the collection, decoding, and storage of smart contract
execution data, making it accessible for analysis

Network

) { : (i) { bk . Contract Logs @ [
3. Extract and v [ 4 items
2 . ve:{ 11 items
. deCOde Executlon Data Extractlon "functionName": string "transfer"
1- Deﬁne COﬂﬁQUI‘atIOI'I Data 5- StOfe Data "transactionHash": ring "@x19acbaf5d4d761b3cd826d1cc
Contract Name "contractAddress": string "0x152649ea73beab28c5b49b26e
CakeOFT "sender": string "0x2e6998192a5990f07ec382946d08. . ."
"gasUsed": int 26882
1011 "blockNumber": int 18698008
0 |@ Contract Address "timestamp": string “2023-12-02T710:05:23.000Z"
0x152649eA73beAb28c5b49B26eb48f7EADE4c898 v"inputs": [ 2 items
(III) v0:{ 3 items (V)

"inputName": string "“to"

Jitom Rlock “type":string "address"

18698008 "inputValue": string "2e6998192a5990f07Ec382946d¢

To Block v¥1:{ 3 items

< > 18698323 “inputName": string "amount"
“type":string "uint256"
@ "inputValue": int 12010565012640647000
}

2. Retrieve Contract 4. Generate Log )
Code and )
transactions AN
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Analytics Module

Chart-based dashboard that visualizes and explores data from multiple smart contracts

Section Chart content Table content
Total percentage . . " y
p & Smart contract information, function name,
Gas Used |of gas consumed i ) »
; total gas consumed by each function
by each function
()CCUI rence Of a} . . . 2,000 Smart Contract Variable Name Occurrences
3 . Smart contract information, function name,
Function |executed function [ 1§ ;
by each function occurrences of executed function 1,500 0x266268407673027826... _decimals 1918
Sender address,
. 1,000+ 0x2662e8407673927826... Sushi 1916
Sender X occurrences of transaction performed,
aver a.ge gas U.Se(i 500 0x2662e8407673927826.. _totalSupply 1916
g Time interval of
Time b X o
sen ransaction _decimals Sushi _totalSupply
— Occurrences of each  |Smart contract information, input name,
u 2 3 : 2 i
P input variable input type, occurrences of each input variable
ookt Occurrences of Smart contract information, event name,
each emitted event occurrences of each emitted event Rowspacpage:: 100w 478003
Internal Occurrences of each  [Smart contract information, internal call type, A
transaction|internal transaction |occurrences of each internal transaction |
(|Storage Occurrences of each  [Smart contract information, variable name, L I
I |state updated state variable|occurrences of each update state variable )
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Visualisation Module

Extracted data can be visualized as undirected graphs to reveal complex relationships
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Mapping Module

This module enables process mining
analysis on blockchain applications [3] by:

e Automatically mapping executed
smart contract functions to process
mining events

e Manually selecting of which
blockchain data should be mapped as
an object

As a result, an OCEL2.0 log is generated,
usable in current available tools

28 Novembre 2025 DLT Perugia ~ 2025




Fi iat Minist
SERICS d:;la'lr.;zli?):e europea deIIrII'Ilslnei:'Ierité

NextGenerationEU e della Ricerca

Implementation

Framework Architecture

<<executionEnvironment>> i i
kol R e EVM-Based Blockchain
<<artifact>> D <<artifact>> D <<artifact>> D
Extraction Module Extraction Service 3 Target Smart Contract
<<artifact>> D <<artifact>> D
Query Module Query Service R

<<artifact>> b
Visualization Module

1 <<artifact>> D \ NoSQL Database
<<artifact>> &) j Data Processing Service (
Analytics Module
<<artifact>> 0 <<artifact>> 5] )
Mapping Module Mapping Service
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To Wrap Up

Conclusion Future Works

Analysing DApps is crucial to ensure

Appl itori hni t tect
their correct behavior and detect issues Pply monitoring techniques to detec

specific behaviors
Smart contract execution data
enables the analysis of the actual
behavior

Enhance graph functionalities with
custom aggregation or clustering

Provide an open source dataset of

We propose a framework for supporting extracted smart contracts

DApps Analysis, integrating from data
extraction to its visualization
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Thank you for your attention

Andrea Morichetta
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